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verification system is a way for women to reclaim their own

image as new ways of digitally manipulating images and evidence

emerge. By verifying their images, these women are also

emphasizing the importance of consent in all forms of porn

production and consumption.

Introduction

Since the emergence of deepfakes - face-swap videos produced with artificial intelligence
(Paris and Donovan 2019) - the news media discourse has focused on three main themes
pertaining to this technology: parodies, media manipulation or ‘fake news’ (Shao 2019),
and pornography. In fact, deepfakes continue a long history of women’s images being
used to harass, humiliate, and harm them. While parody videos have become a way to
showcase deepfake technology (one especially creative example depicts Rowan Atkin-
son’s face moving uncannily in time with Charlize Theron’s sensual performance in a
perfume advertisement) and manipulated news media are perceived to be a credible
threat to democracy, deepfake porn, a kind of image-based sexual abuse, is the most pro-
minent way that this technology has been mobilized. According to a study by deepfake
detection company Deeptrace Labs, 96% of deepfake videos are non-consensual porn,
mostly of women celebrities (Patrini 2019).

Deepfakes are portrayed as ‘deceptive media’ (Paris and Donovan 2019) that amalga-
mate fact and fiction. The ease of creating a deepfake has perhaps been overestimated
— journalist Kevin Roose (2018) describes a process that involves using the FakeApp soft-
ware program and painstakingly taking several hundred photographs of his own face to
use as a data source, only to discover that without experience in blending and tweaking
a face to match a source video, the result appears glitchy. Commentators may also be
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overestimating how often deepfakes are presented as truthful videos: what is spectacular
about deepfakes is the illusion that there is an audience who routinely find them credible.
According to Milena Popova (2019), many deepfakes are explicitly labelled fakes. This
points at the effort expended to create the deepfake, and to contain the video within
specific communities that are deliberately seeking out this kind of content, but it also
reveals that people who want to see porn videos with celebrity faces superimposed on
them are less concerned with the veracity, or the intimacy, of the performance than the
control they have over their porn consumption.

Even when they do seem threatening to our narratives of the truth, there is still room for
pushback to the problem of deepfakes thwarting control overimages of women. In this article,
| first examine the general phenomenon of deepfake porn as a misogynistic way to control
women'’s images. | then present some lessons from photography studies about manipulated
images before turning to a case study that directly addresses image consent: the verification
system used on the bulletin board thread Reddit Gonewild. | argue that the verification system
is a way for women to reclaim their own image as new ways of digitally manipulating images
and evidence emerge. By verifying their images, these women are also emphasizing the
importance of consent in all forms of porn production and consumption.

Deepfakes: a tool to desire and control women

The term ‘deepfake’ originated from the Reddit username of an account, and then a sub-
reddit, dedicated to this kind of content (Burkell and Gosse 2019). It may be a play on the
term ‘DeepFace’, the Facebook facial recognition software which developers claimed in
2014 was close to human-level performance at recognizing faces (Taigman et al. 2014).
Deepfake porn is not confined to Reddit, and deepfakes are not inherently abusive. But
it is important for this article that Reddit contains both the origin of the term and a poten-
tial way to combat its non-consensual aspects: the verification process that | detail later is
an enduring feature of one of Reddit’'s most popular Not Safe For Work (NSFW) or adult
content subreddits, Gonewild.

In journalist Christine Lagorio-Chafkin’s (2018) book on Reddit, she interviews its founders,
Steve Huffman and Alexis Ohanian, to discover that many of their own sensibilities have
become foundational to the platform. According to Lagorio-Chafkin, these qualities include
intelligence, generosity, a penchant for mischief, and a belief in social justice, free speech,
and anonymity. The same qualities led Adrienne Massanari (2017) to call Reddit a ‘toxic tech-
noculture’ with a platform architecture and a governance model that implicitly prioritize the
views and desires of young, white, geeky men at the expense of others. As Lagorio-Chafkin
puts it, there are competing narratives about Reddit, a source of whimsy and fun as well as
hate and harassment. While a small subset of Redditors introduced and celebrated deepfake
porn, Reddit’'s owners eventually made the decision to shut down the deepfakes subreddit
and, among other platforms, has banned non-consensual deepfake porn:

Reddit prohibits the dissemination of images or video depicting any person in a state of nudity
or engaged in any act of sexual conduct apparently created or posted without their per-
mission, including depictions that have been faked. (Reddit 2020; emphasis added)

At the same time, Reddit still hosts a number of other deepfake-oriented subreddits such
as r/SFWdeepfakes, which focuses on parody videos, and r/MediaSynthesis, which
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broadens the remit to include artificial intelligence-generated and manipulated content,
guides on creating it, and image libraries to use as source material. Deepfakes, even deep-
fake porn videos, are not violations by default. For example, it is not difficult to imagine
enterprising porn performers using deepfake technology to allow their audience to buy
porn with their own facial expressions set to an essentially customisable body shape
and size. But it is also possible that the existence of consensual or parody videos may
be used to belie the main use of deepfakes: as a technology for image-based sexual
abuse that produces sexual content without the consent of the subject.

Image-based sexual abuse violates what Danielle Citron (2018) calls ‘sexual privacy’,
causing deep and lasting harm for its subjects by debasing and humiliating them, redu-
cing them to a set of body parts. For Stuart Hargreaves (2018), the main harm in a
related practice that violates sexual privacy — ‘creepshots’, or photographs taken of
unaware women in public - is the way it reproduces the male gaze. By treating
women's faces as a digital resource to be edited onto sexual bodies by artificial intelli-
gence, this reinforces the idea that women exist as sexual objects. The discussion
around creepshots on platforms like Reddit rewards and celebrates the men who take
them, which furthers toxic masculinity and creates a broader environment in which
women’s images are understood as consumable, malleable, and brought into being for
the enjoyment and gratification of men. This view of images of women is not something
created by deepfakes, but is at least as old as the technology of photography.

Truth, lies, and exploitation: lessons from photography studies

As Jessica Lake (2016) argues, the advent of photography in the 1830s altered the archi-
tecture and experience of seeing and being seen - especially for women, who were more
likely than men to be photographed and exploited. Lake focuses on consent as she links
photography of women in public to the development of privacy law, pinpointing a case
from 1900 when a young woman in New York went to court after discovering, with
shock and dismay, her own photograph used to advertise a brand of flour. In order to
wrest control back from men with cameras, privacy law was developed as a way to
assert the right to one’s own image. Privacy may now be an established legal concept
(Prosser 1960), but it has not stopped men from capturing and interfering with
women'’s images as much as it has labelled this intrusion.

Nearly 90 years after the case of the young woman recognizing her own face on a bag
of flour, Adobe Photoshop was introduced with an advertisement that depicted the foun-
der’s wife, Jennifer, sitting topless on a beach. Used to demonstrate the potential of digital
technology to potential Adobe investors, ‘Jennifer in Paradise’ is a key image of the digital
era, and one that serves as a reminder that women still exist as objects in visual culture,
while men remain active subjects (Golding 2019). A manipulated photograph still
evokes the ‘presumption of veracity’ that Susan Sontag ([1971] 2002) wrote about: all
photographs have authority, interest, and seductiveness, as they imply a trace of the
real, no matter how much they have been edited, and they are always constructions of
reality, no matter if they have been presented as the truth.

Images reveal and conceal, argues social media theorist Nathan Jurgenson. In his book The
Social Photo, Jurgenson (2019) reminds us that photographs are never neutral windows to the
world, and cameras are not truth-telling machines. From photography scholarship, we can



4 (&) E.VAN DERNAGEL

conclude thatimages might not tell the truth, but they do tell us something: what is desirable,
for example, or what is worth paying attention to. For example, a deepfake of actor Emma
Watson's face set on top of a porn performer’s body does not tell us that Emma Watson
has performed in porn — but it does tell us that she is considered sexually desirable, and
her image is available to the creator or audience of the deepfake. If, as John Berger (1977)
put it, every image embodies a way of seeing, then deepfake nudes are a way of seeing
women as objects, celebrities as commodified and consumable, and the digital as malleable
(for the few that have access to the specific sets of software, skills, and image libraries). Deep-
fakes might not present accurately filmed porn to us, but the phenomenon tells us a story
about power, control, and desire. As José van Dijck argues of digitally manipulated images:
‘Our photographs tell us who we want to be’ (2008, 70). If who we want to be is a consumer
of ethically, consensually made porn, how can we ensure this in a landscape that includes digi-
tally manipulated images? Reddit offered us the term ‘deepfake’, but on a different corner of
the platform, a verification system is used to assure its audience that they are seeing photo-
graphs of people who want them posted there.

Consent in image production: Reddit Gonewild’s verification system

As an exhibitionist subreddit, and an offshoot of the larger NSFW section of Reddit, Gone-
wild features mostly women in various stages of undress, from topless selfies to shots of
spread open vulva. The subreddit is enormously popular, and photographs posted there
are likely to be downloaded and shared, making for a vast potential audience. As most
people on Reddit are pseudonymous, this means it would not be difficult to engage in
image-based sexual abuse by posting a photograph of an ex-partner, or one taken surrep-
titiously. To combat posts like this, Gonewild has instituted a verification system. Unlike real-
name platforms such as Facebook, Reddit does not ask for official identification. Instead, the
system aims to link an account to the photographs posted. Verification involves submitting
a photograph depicting the woman holding up a handwritten sign with her username, the
date, and the name of the subreddit. Reddit Gonewild’s Frequently Asked Questions page
deliberately addresses the issue of digital image manipulation when it advises women to:

crumple the sign up into a ball and then take your pictures with the sign uncrumpled! This
creates a lot of random angles in the paper, and convinces the [moderators] and users that
the sign was not photoshopped. (xs51 2019)

The technical idea is that flat surfaces are more vulnerable to being edited, but the social
implication is that images are often taken without permission and modified in a way that
does not fit the poster’s original intentions. | argue elsewhere that Reddit Gonewild’s
specific form of embodied verification exists in opposition to official verification (van
der Nagel 2020). Seeing bodies without names or faces attached assert their consent
for the Gonewild audience to see their most intimate body parts means the identifiable
individual is protected, while their body is linked with their Reddit account and therefore
their permission for their images to circulate within that space.

Of course, the system is still vulnerable to abuse. Images posted after the verification
shots can be downloaded and recirculated to other places on the internet. But especially
within the platform, and the toxic technoculture, of Reddit - in which users may well
browse Gonewild and also become interested in deepfakes - verification calls attention
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to consent as a key part of sexual encounters, in person or on a social media platform. As
verification posts appear as part of the rolling front page, publicly available to the audience
rather than privately submitted to moderators, seeing verification posts is part of the
Gonewild experience. It reminds the viewer that even when they are faceless and pseu-
donymous, these are real women insisting upon agency for their own image.

While Reddit Gonewild’s verification system does not directly address deepfake porn, it con-
tributes to a culture of consent. While some porn consumers are more intent on seeing the face
of a celebrity or known woman they desire in a simulacrum of sexual pleasure - or at least
sexual activity — Alan McKee's (2006) work interviewing porn consumers reveals that many
appreciate the idea of consensually produced material. Of the 46 Australian porn consumers
he interviewed, a key issue they spontaneously raised was that they liked seeing porn perfor-
mers who looked like they were ‘into it'. Focusing on verification as a key part of the process of
consuming and sharing digital content can lead to larger cultures of consent. There are various
ways to prove the origin of a digital object, such as embedded metadata or a watermark on the
image, but Reddit Gonewild'’s verification system deliberately communicates: ‘l took this to be
shared in this context'. Verification more broadly provides another way to feel confident that a
photograph or video has been published intentionally: if it comes from a social media account
with ties to the people in the image or who produced the original version. Accounts can be
compromised. But if, for example, a porn video is tweeted out by the porn performer featured,
it is more likely to be content that they are happy to share.

Images can be manipulated, and within a culture of objectifying women, some audi-
ences may not value authenticity as much as sexual gratification. But if Reddit can incubate
deepfake porn and verified porn, this gives evidence that there is room for discourses and
practices of consent — even within a highly gendered subreddit that presumes ‘going wild’
is the terrain of (mostly) young, white, slender women.

Conclusion

Photographs always tell partial truths. From selecting some objects to appear in the frame
while leaving others out to harnessing artificial intelligence to identify and replace faces in
porn videos, the editing of images, and even the idea of owning one’s own image, has a
history entwined with the manipulation and control of women. Paying attention to prac-
tices of consent, such as Reddit Gonewild’s verification system, is an important way to
make visible cultures that emphasize women'’s agency over their bodies and images.

As an emerging phenomenon, there is still much more research to be done on deepfake
porn. Understanding its origins, prevalence, impact, subjects, and creators are all important
ways of forming critical perspectives and, following McKee (2006), there is also a particular
need to hear the insights of consumers of this kind of media. This is not because the voices
of perpetrators of abuse are more important than their victims. Instead, situated in a broader
culture of patriarchal heteronormativity, interrogating the demand for, and practice of,
desired faces stitched on to available bodies is crucial for our continuing discussions of deep-
fake porn, and image-based sexual abuse more broadly.
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